(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property 
Organization 

International Bureau 

(43) International Publication Date 
28 October 2004 (28.10,2004) 



si 





PCT 



(10) International Publication Number 

WO 2004/092933 Al 



(51) International Patent Classification 7 : 
(21) International Application Number: 



G06F 1/00 



PCT/JP2OO4/0O4980 

(22) International Filing Date: 7 April 2004 (07.04.2004) 
(25} Filing Language: Knglish 
(26) Publication Language: Knglish 



(30) Priority Data: 

2003-107594 



11 April 2003 (11. 04.2003) .IP 



(71) Applicant (for all designated States except t/S): MAT- 
SUSHITA ELECTRIC INDUSTRIAL CO., LTD. 
|JP/JP|; 1006, Gaza Kaduma, Kadoma-shi, Osaka 
5718501 (JP). 

(72) Inventory and 

(75) Inventors/Applicants (for US only): OKAMOTO, 
Kyulchl. KOBAYASH1, Susumu TOKUDA, Katsumi. 



(74) Agent: Nil, Hiromori; c/o Nil Parent Firm, 3rd Floor, 
Shin-Osaka Suchiro Center Bldg., 11-26, Nishinakajirna 
3-chome, Yodogawa-ku, Osaka-shi, Osaka 532001 i (JP). 

(81) Designated Stales (unless otherwise indicated, for every 
kind of notional protection available): AE, AG, AL, AM, 
AT, AU, A'/, BA, BB, BO, BR, BW. BY, BZ, CA, CI I, CN, 
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FT, 
OB, GO, GK, GU.GM, MR, 1IUJD, IL, IN, IS, KH, KG, 
KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, 
MK, MN, MW, MX, MZ, NA, NL NO, NZ, OM, PG, PI1, 
PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, TN, 

TR/n;r/, ua, uo, us, uz, vc, vn, yu, za,zm,zw. 

(84) Designated States (unless otlierwise indicated, for every 
kind of regional protection available): ARIPO (BW, (HI, 
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG. ZM, ZW), 
Kurasian (AM, AZ, BY, KG, KZ, Ml), RU, TJ.TM), Kuro- 
pean (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FT, FR, 
GB, OR, I IIJ, IK, IT, LU, MO, NK PL, PT, RO, SK, SI, SK, 

I Continued on next page] 



(54) Title: APPARATUS AND MKT1IOD K)R FLKXIBLK LICKNSING OFCX)MPOSJVK DIGITAL CONTKNTS 



On 

OS 



o 



501 

201 
502> 
300 
503 



300. 
503. 

204. 



504. 



License ID 



Content ID 



Content usable time 



Element ID#1 



Decryption key#l 



Element ID#N 



Decryption key#N 



License-consuming 
element specification 
information 



Content used time 



500 



(57) Abstract: The user terminal (1 10) is composed of 
the following: a license purchase unit (603) lor obtain- 
ing a license (500) indicating a content usable Time (502) 
of a content data (2(X)) composed of a plurality of el- 
ements (203 ), each of which can be replayed individ- 
ually; an availability judgment unit (604) for judging 
whether or nor encrypred elements (203) included in the 
content data (200) are available, based on the content us- 
able time (502) indicated in the obtained license (500); 
a replay/display unit (607) for replaying the encrypted 
elements judged as available; and a use status manage- 
ment unit (608) lor specifying license-consuming ele- 
ments, each of which consumes an authorized amount 
of replay under right, out of the elements thai are be- 
ing replayed, and measuring a content used time (504) 
consumed by replaying the specified license- consuming 
elements. 



WO 2004/092933 Al 



iiiniDiiDiiiiDHDiDnniiigoiiiiDOiiuni 



TR), OAPl (BF, BJ, C>; CG, CI, CM, GA, GN, GQ r GW, 
ML, MR, NE, SN, TD, TG). 

Published: 

— wif/i international search report 



— with amended claims arid statement 

For two-letter codes and other abbreviations, refer to tfie "Guid- 
ance Notes on Codes and Abbreviations" appearing al the begin- 
ning of eacJx regular tisue of the PCT Gazette, 



WO 2004/092933 PCT/JP20 04/0049 80 



DESCRIPTION 

APPARATUS AND METHOD FOR FLEXIBLE LICENSING OF COMPOSITE DIGITAL CONTENTS 

5 Technical Field 

The present invention relates to a digital content 
reproducing apparatus and, in particular, to a digital content 
reproducing apparatus which can protect rights relating to digital 
contents. 

10 

Background Art 

Systems for distributing digital copyrighted works such as 
music, video, games and others via the Internet or digital 
broadcasting have recently been developed, and some of the 

15 systems face a stage of practical application. For a distribution of 
such contents, a method of controlling a content use for limiting 
reproduction frequency, transfer, and duplication of the distributed 
contents is also considered in view of copyright protection. 

Under the conventional digital content distribution system, 

20 as is disclosed in Japanese Laid-Open Application No. 08-54951, 
use conditions for a content used by each user are distributed to a 
user terminal together with the content, and the user terminal 
manages a use of the content based on the distributed use 
conditions. 

25 For example, in the case where the user purchased a right to 

watch a movie U EIGA" for an hour, the user terminal receives a 
content of the movie "EIGA" as well as the use conditions indicating 
that "a user can watch the "EIGA" for an hour", and manages a 
replay of the content according to the use conditions. In this case 

30 where the user terminal replays the content U EIGA", the time taken 
for the replay is measured so that the use is prohibited when the 
total replay time has reached one hour. 
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However, the conventional art does not consider sufficiently 
the use control in a case where a content is composed of plural 
elements. This poses a problem that the content is not available 
against his will. To be more specific, for example, in the case of 
5 using the content consisting of tune data, lyric data, and image 
data of an artist, the user cannot replay the tune data which he or 
she desires to use the most since the right to use the content is 
completely used due to the long browsing of the lyric data. 

10 Disclosure of Invention 

An object of the present invention, in view of such 
circumstances, Is to provide the system that realizes a proper 
control over the use of the content that is composed of plural 
elements. 

15 In order to achieve the above object, the digital content 

reproduction apparatus according to the present invention for 
reproducing a content according to license information which 
authorizes the reproduction of the content comprises: a license 
information obtainment unit operable to obtain the license 

20 information indicating an authorized amount of reproduction for a 
content composed of a plurality of elements that can be reproduced 
individually; a reproducibility judgment unit operable to judge 
whether or not said plurality of elements included in the content 
are authorized to be reproduced, based on the authorized amount 

25 of reproduction indicated in the obtained license information; and 
a reproduction unit operable to reproduce one or more of said 
plurality of elements in the case where it is judged that said 
plurality of elements are authorized to be reproduced, and not to 
reproduce said one or more elements in the case where it is judged 

30 that said plurality of elements are not authorized to be reproduced. 

The reproducibility judgment unit may specify one or more 
license-consuming elements, each of which consumes said 
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authorized amount of reproduction during reproduction, out of said 
one or more elements that are being reproduced, and judges 
whether or not said plurality of elements in the content are 
authorized to be reproduced, based on an amount used for 
5 reproducing the specified license-consuming elements and said 
authorized amount of reproduction. 

The license information may further include 
license-consuming element information indicating one or more 
license-consuming elements Included in each content, and the 

10 reproducibility judgment unit may include: a consumed amount 
calculation unit operable to specify one or more license-consuming 
elements that are being reproduced, based on the 
license-consuming element information, and calculate a consumed 
amount within said authorized amount of reproduction, based on 

15 said amount used for reproducing the specified license-consuming 
elements; and a comparison unit operable to compare said 
authorized amount of reproduction and the calculated consumed 
amount, said authorized amount of reproduction being indicated In 
the obtained license information. The reproducibility judgment 

20 unit may judge, based on a result of the comparison, i) that said 
plurality of elements In the content are authorized to be 
reproduced so far as the consumed amount is less than said 
authorized amount of reproduction, and [[) that said plurality of 
elements in the content are not authorized to be reproduced in a 

25 case where the consumed amount surpasses said authorized 
amount of reproduction. 

The authorized amount of reproduction may be represented 
as an amount authorized for reproducing each element included in 
the content, and the reproducibility judgment unit may include a 

30 comparison unit operable to compare the authorized amount of 
reproduction for said each element and an amount used for 
reproducing said each element, said authorized amount of 
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reproduction being indicated in the obtained license Information. 
The reproducibility judgment unit may judge, based on a result of 
the comparison, i) that said each element is authorized to be 
.reproduced so far as the consumed amount is less than said 
5 authorized amount of reproduction, and il) that said each element 
is not authorized to be reproduced in a case where the consumed 
amount surpasses said authorized amount of reproduction. 

The authorized amount of reproduction may further include 
other element dependency condition that is set for each element 

10 for deciding whether or not said each element included in the 
content is authorized to be reproduced, depending on whether or 
not other specified elements included in the same content are 
authorized to be reproduced, and the reproducibility judgment unit 
may judge that said each element is not authorized to be 

15 reproduced even when an amount used for reproducing said each 
element is less than said authorized amount of reproduction, in a 
case where it is judged that the specified elements indicated in the 
other element dependency condition that is set for said each 
element are not authorized to be reproduced. 

20 As is described above, the present invention is effective in 

appropriately controlling the use of the content that is composed of 
plural elements. 

It should be noted that the present invention can be realized 
as such a digital content distribution system, but also as a single 

25 unit such as a right management server and a user terminal, both 
of which constitutes the digital content distribution system, or as a 
right management method in which the characteristic operations In 
the digital content distribution system are performed as steps, and 
even as a program which causes a general-purpose computer to 

30 execute the characteristic operations. The program can be surely 
distributed via a computer-readable storage medium such as a 
CR-ROM and the like or a transmission medium such as the 
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Internet and the like. 

For further information about technical background to this 
application, Japanese Patent Application No. 2003-107594 filed on 
11 April, 2003 Is incorporated herein by reference. 

5 

Brief Description of Drawings 

These and other objects, advantages and features of the 
invention will become apparent from the following description 
thereof taken in conjunction with the accompanying drawings that 
10 illustrate a specific embodiment of the invention. In the 
drawings: 

FIG. 1 shows an overall configuration of the digital content 
distribution system according to a first embodiment of the present 
invention; 

15 FIG. 2 shows an example of the content data distributed by 

the content server shown in FIG. 1; 

FIG. 3 shows an example of the element management 
information shown in FIG. 2; 

FIG. 4 shows an example of license-consuming element 
20 specification information; 

FIG. 5 shows an example of the license distributed from the 
license server to the user terminal in the system shown in FIG. 2; 

FIG. 6 is a block diagram showing the configuration of the 
user terminal shown in FIG. 1; 
25 FIG. 7 is a flowchart showing the user's operation of using a 

content; 

FIG. 8 is a flowchart showing the operation used in the 
availability Judgment process shown in FIG. 7; 

FIG 9 is a flowchart showing the operation, used in the 
30 start-using-element process shown in FIG. 7; 

FIG. 10 is a flowchart showing the operation, used In the 
content-in-use process shown in FIG. 7; 
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FIG. 11 Is a flowchart showing the operation used in the 
content used time measurement control process shown in FIG. 10; 

FIG. 12 shows another example of the content data shown in 
FIG. 2; 

5 FIG. 13 shows another example of the license-consuming 

element specification information, shown in FIG. 4; 

FIG. 14 shows another example of the license-consuming 
element specification information shown In FIG. 4; 

FIG. 15 shows another example of the license-consuming 
10 element specification information shown in FIG. 4; 

FIG. 16 is a flowchart showing another example of the 
operation used in the content used time measurement control 
process shown In FIG. 11; 

FIG. 17 shows another example of the license shown In FIG. 

15 5; 

FIG. 18 shows an example of the license according to the 
second embodiment of the present invention; 

FIG. 19 is a flowchart showing the operation 
start-using-element process performed by the user terminal 110; 
20 FIG. 20 is a flowchart showing the operation of the 

availability judgment process shown in FIG. 19; and 

FIG 21 is a flowchart showing the operation used in the 
element-in-use process, as shown in FIG. 19. 

25 Best Mode for Carrying Out the Invention 

(First Embodiment) 

FIG. 1 is a block diagram showing the overall configuration 
of the digital content distribution system according to the first 
embodiment of the present invention. As shown in FIG 1, the 
30 digital content distribution system has at least one license server 
100, at least one content server 101, at least one user terminal 110, 
and a transmission line 120. The following describes each of the 
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components in the digital content distribution system. It should 
be noted that the same referential marks are put for the 
components which are already mentioned, and the description is 
omitted. 

5 The license server 100, being set on the side of a content 

provider a , manages a right to use each content (hereafter 
referred to as *right"), and distributes a license 500 shown in FIG. 
5 according to a license purchase request sent from the user 
terminal 110, after necessary operation such as charging for the 
10 purchased license or the like. The license 500 will be explained in 
detail later on. 

The content server 101 is set on the side of the content 
provider a , as is the case of the license server 100, and distributes 
content data 200 to the user terminal 110. 

15 FIG. 2 shows an example of the content data 200 distributed 

by the content server 101 shown in FIG. 1. As shown in FIG. 2, 
the content data 200 is composed of a content ID 201, element 
management information 202 and "N" number of encrypted 
elements 203. Here, "1ST is an integer larger than or equal to 1. 

20 The content ID 201 is an ID for uniquely specifying the content 
data 200 In the digital content distribution system. The element 
management information 202 is information for managing the 
encrypted elements 203 included In the content data 200. The 
encrypted elements 203 include music, video, lyric data and other 

25 data in encrypted form. 

FIG. 3 shows an example of the element management 
information 202 shown in FIG. 2. As shown in FIG. 3, the element 
ID 300 uniquely specifies each encrypted element 203 included in 
the content data 200. The element type 301 is information 

30 indicating a type of each encrypted element 203 such as "music 
data", "movie data" and others. The offset 302 is offset 
information indicating a distance between a head of the content 

-7- 



WO 2004/092933 PCT/JP2004/004980 



data 200 and the encrypted element 203. The element size 303 
Indicates a size of the encrypted element 203. In FIG. 3, for 
example, an encrypted element 203 whose element ID 300 is 
"xxxOOl" has an element type 301 indicating "music data", an 
5 offset 302 indicating "96000 bytes" and an element size 303 
Indicating "512000 bytes". 

FIG. 4 shows an example of license-consuming element 
specification information 204. As shown in FIG. 4, the 
license-consuming element specification information 204 indicates 

10 the encrypted elements 203 which consume the license among the 
encrypted elements 203 included in the content data 200. 

As shown in FIG. 4, an element ID 300 is as same as the 
element ID 300 in the element management information 202 and a 
license consumption flag 400 is a flag that indicates whether or not 

15 each encrypted element 203 consumes license. FIG. 4 shows that 
the encrypted element 203 with the element ID 300 "xxxOOl" 
consumes license while the encrypted elements 203 with the 
element IDs "xxx002" and "xxx003" do not. 

Back to FIG. 1, the user terminal 110 is set on the side of a 

20 user j8 and receives content distribution services. 

The transmission line 120 Is a wired or wireless line which 
connects the license server 100, the content server 101 and the 
user terminal 110 so as to transmit data. 

It should be noted that, in the present embodiment, the 

25 license server 100 and the content server 101 are set on the side of 
the same content provider a. However, they may be managed 
respectively by different content providers. Also, the license 
server 100 and the content server 101 are described as different 
servers, but they may be the same server. 

30 The following describes the license 500 distributed from the 

license server 100 to the user terminal 110 with reference to FIG. 
5. FIG. 5 shows an example of the license 500 distributed from 
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the license server 100 to the user terminal 1 10. The license 500 (s 
composed of the following: a license ID 501, a content ID 201, a 
content usable time 502, N sets being composed of the element ID 
300 and a decryption key 503, the license-consuming element 
5 specification information 204 shown in FIG. 4, and a content used 
time 504. The license ID 501 specifies uniquely each license 500 
under the digital content distribution system. The ID of the 
content data 200 to which the license 500 is applicable is described 
in the content ID 201. The content usable time 502 is information 

10 indicating the time during which a use of the content is authorized. 
The decryption key 503 is a key to decrypt each encrypted element 
203 specified by each element ID 300. The content used time 504 
is the time actually spent for the use of the content. The content 
used time 504 with an initial value "0" Is updated each time the 

15 content is actually used, and It is judged that the content use is 
authorized under the license 500 until the value Indicated in the 
content used time 504 reaches the value indicated in the content 
usable time 502. It should be noted that the content used time 
504 may not exist at the stage where the license 500 is distributed 

20 from the license server 100 to the user terminal 110, and may be 
added after the user terminal 110 have received the license 500. 

The following describes in detail the configuration of the 
user terminal 110 with reference to FIG. 6. FIG. 6 is a block 
diagram showing the configuration of the user terminal 110 shown 

25 in FIG. 1. As shown in FIG. 6, the user terminal 110 is composed 
of the following: a content database 600, a license database 601, 
a communication unit 602, a license purchase unit 603, an 
availability judgment unit 604, a decryption key obtainment unit 
605, a decryption unit 606, a replay/display unit 607, a use status 

30 management unit 608, and a license updating unit 609. The 
following explains each of the components Included in the user 
terminal 110. 
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The content database 600 manages the content data 200 
distributed from the content server 101. 

The license database 601 manages securely the license 500 
distributed from the license server 100. 
5 The communication unit 602 communicates with the license 

server 100 and the content server 101 via the transmission line 
120. 

The license purchase unit 603 sends a license purchase 
request to the license server 100 and acquires the license 500. 
10 The availability judgment unit 604 refers to the content used 

time 504 as well as the content usable time 502 included in the 

* 

license 500, and judges whether the content is available or not. 

The decryption key obtainment unit 605 takes out a required 
decryption key 503 from the license 500 stored in the license 

15 database 601. 

The decryption unit 606 takes out the content data 200 from* 
the content database 600, and decrypts the encrypted element 203 
taken out from the content data 200, using the decryption key 503 
obtained by the decryption key obtainment unit 605. 

20 The replay/display unit 607 replays or displays the 

encrypted element 203 decrypted by the decryption unit 606. 
More specifically, in the case where the encrypted element 203 to 
be replayed is, for example, a music element, the replay/display 
unit 607 generates sound data by extending compression of the 

25 coded data obtained by decrypting the encrypted element 203, and 
outputs the generated sound data to a speaker. In the case where 
the encrypted element 203 to be replayed is, for example, a video 
element, the replay/display unit 607 generates video data by 
performing the same processing as performed for the music 

30 element, and outputs the generated video data to a monitor. 

The use status management unit 608 measures the time 
used for each of the elements included in the content, and stops 
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the use of the content, If necessary, for instance, when the right to 
use the content is completely used. It should be noted that the 
use status management unit 608 measures the time during which 
the license-consuming elements are used as the time during which 
5 the content is used. 

The license updating unit 609 updates the license 500 stored 
in the license database 601, More specifically, the content used 
time 504 in the license 500 Is updated when the content is used. 
The following describes the operation of the digital content 

10 distribution system according to the present embodiment with 
reference to the flowcharts in FIGs 7, 8, 9 and 10. FIG. 7 Is a 
flowchart showing the operation used in the process of starting a 
use of a content (to be referred to as "start-using-content 
process' 7 )/ performed by the user terminal 110. FIG. 8 is a 

15 flowchart showing the operation used in the process of availability 
judgment. FIG. 9 is a flowchart showing the operation used in the 
process of starting a use of an element (to be referred to as 
"start-using element process")- FIG. 10 is a flowchart showing 
the operation used in the process while the content is in use (to be 

20 referred to as "content-in -use process"). 

Firstly, the operation of the user terminal 110 for using the 
content is described with reference to the flowchart in FIG. 7. 

The availability judgment unit 604 receives a request to 
start using a content from the user $ through the user's operation 

25 input unit such as a keyboard that Is not shown In the diagram, and 
starts the following processing. The start-using-content request 
sent from the user £ includes information for specifying the 
content or element which the user desires to start using. 

S701 : The availability judgment unit 604 judges whether or 

30 not the content is available by performing the availability judgment 
process which is to be mentioned later with reference to the 
flowchart in FIG. 8. 
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S702: In the case where the availability judgment unit 604 
judges that the content is available in S701, the process goes on to 
S703. In the case where the availability judgment unit 604 judges 
that the content Is unavailable, the process goes on to S707. 
5 S703: The start-using-element process, which is to be 

mentioned later, is operated, and the use of the element requested 
by the user starts. 

S704: The content-ln-use process which is to be mentioned 
later with reference to the flowchart in FIG. 10 is performed. 
10 S705: The use status management unit 608 judges whether 

or not use of all the elements is stopped. In the case where use of 
all the elements is stopped, the process goes on to S706. In the 
case where some elements are found to be still in use, the process 
returns to S704. 

15 S706: The license updating unit 609 updates the content 

used time 504 in the license 500 based on the time used for the 
content use, measured by the use status management unit 608, In 
the content-in-use process in S704. 

S707: The user is informed that the content is unavailable. 

20 The following describes the availability judgment process of 

S701 in FIG. 7 with reference to the flowchart in FIG. 8. 

S801: The availability judgment unit 604 examines whether 
or not the license database 601 has the license 500 authorizing the 
use of the content which the user P desires to use. In the case 

25 where such license 500 is found, the process goes on to the S802. 
In the case where such license 500 is not found, the process goes 
on to the S804. 

S802: The availability judgment unit 604 judges whether or 
not the content used time 504 of the license 500 authorizing the 

30 use of the content the user 0 desires to use is less than the 
content usable time 502. In the case where the content used time 
504 is less than the content usable time 502, the process goes on 
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to S803. In the case where the content used time 504 is not less 
than the content usable time 502, the process goes on to S804. 

S803: The availability judgment unit 604 judges that the 
content is available. 

5 S804: The availability judgment unit 604 judges that the 

content is unavailable. 

The following describes the start-using-element process of 
S703 In FIG. 7 with reference to the flowchart in FIG. 9. 

S901: The decryption key obtainment unit 605 takes out, 
10 from the license 500 stored in the license database 601, the 
decryption key 503 for the encrypted element 203 which the user 
£ desires to use. 

S902: The decryption unit 606 takes out the encrypted 
element 203 which the user $ desires to use, from the content 
15 data 200 stored in the content database 600, and decrypts it using 
the decryption key 503 obtained by the decryption key obtainment 
unit 605 In S901. 

5903: The replay/display unit 607 replays or displays the 
encrypted element 203 decrypted by the decryption unit 606 in 
20 S902. 

The following describes the content-in-use process in S704 
in FIG. 7 with reference to the flowchart in FIG. 10. 

S1001: The content used time measurement control process, 
which is to be mentioned later with reference to the flowchart in 
25 FIG. 11, is operated. 

S1002: The use status management unit 608 judges 
whether or not the content continues to be available. It should be 
noted that the judgment for the continuation of the content use is 
made based on whether or not the condition expressed in equation 
30 1 is satisfied. In the case where the condition is satisfied, the use 
status management unit 608 judges that the content remains 
available and in the case where the condition is not satisfied, the 
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use status management unit 608 judges that the content is no 
longer available. 

(content used time measured by the use status management 
unit 608) < (content usable time 502 of the license 500 authorizing 
5 the content use) —(content used time 504 of the license 500 
authorizing the content use) — (equation 1) 

In S1002, In the case where the use status management unit 
608 judges that the content remains to be available, the process 
goes on to S1004, and in the case where the use status 
10 management unit 608 judges that the content is no longer 
available, the process goes on to S1003, 

S1003: The use status management unit 608 instructs the 
replay/display unit 607 to stop the replay or display of all the 
elements. The replay/display unit 607 stops the replay or display 
15 of all the elements according to the instruction from the use status 
management unit 608. 

S1004: The use status management unit 608 judges 
whether or not a request relating to the use of an element is 
received from the user j8 „ In the case where the request is 
20 received from the user 0, the process goes on to S1005. In the 
case where the request is not received from the userjS, the 
content-in-use process terminates. 

S1005: In the case where the request received from the user 
0 Is a request to start using a new element, the process goes on to 
25 S1006, In the case where the request received from the user /3 
is a request to stop using the element in use, the process goes on 
to S1007. 

S1006: The start-using-element process described with 
reference to FIG. 9 is performed, and the replay or display of the 
30 element starts as instructed by the user, 

S1007: The use status management unit 608 instructs the 
replay/display unit 607 to stop the replay or display of the element 
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of which the user /? instructs to stop the use. The replay/display 
unit 607 stops the replay or display of the element according to the 
instruction sent from the use status management unit 608. 

The following describes the content used time measurement 
5 control process of S1001 in FIG. 10 with reference to the flowchart 
in FIG. 11. FIG. 11 is a flowchart showing the operation used in 
the content used time measurement control process. 

S1101: The use status management unit 608 refers to the 
license-consuming element specification information 204 included 

10 in the license 500 in use, and judges whether the 
license-consuming element is in use or not. In the case where the 
license-consuming element is in use, the process goes on to S1102. 
In the case where the license-consuming element is not in use, the 
process goes on to SI 103. 

15 S1102: The use status management unit 608 adds time to 

the content used time for each of the license-consuming elements 
that are in use. More specifically, when performing the processing 
of SI 102 for the first time after the instruction to start the use of 
a content Is received, the use status management unit 608, for 

20 example, activates a timer which measures an elapsed time with 
the Initial value set as "0". When operating the processing of 
S1102, the use status management unit 608 then adds, for each of 
the license-consuming elements that are in use, the elapsed time 
measured up to then to a register for measuring the content used 

25 time, and allows the timer to start measuring an elapsed time 
starting from the value u 0". Note here that the initial value in the 
register is "0". Also, (content used time measured by the use 
status management unit 608) in the equation 1 is assumed to be a 
total amount of each elapsed time measured by each register for 

30 each of the license-consuming elements used up to then. 

S1103: The use status management unit 608 stops adding 
the content used time. To be more specific, each register, to 
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which the elapsed time is added for each of the license-consuming 
elements, holds the value of the added elapsed time. 

It should be noted that the flowchart In FIG. 11 describes the 
content used time measurement control process in the case where 
5 the used time is added for the number of the license-consuming 
elements that are used in parallel, but the present invention is not 
limited to this. That is to say, in the case where three 
license-consuming elements are used in parallel for one minute, 
the (content used time measured by the use status management 

10 unit 608) in the equation 1 is calculated as three minutes that is 
the measured elapsed time multiplied by three. The present 
invention, however, is not limited to this. For example, even in 
the case where plural license-consuming elements are used in 
parallel, the number of the license-consuming elements that are in 

15 use may be calculated as u l" and the elapsed time measured by the 
timer may be added to the used time. Namely, the content used 
time may be calculated based on whether or not at least one 
license-consuming element is used. In this case, even in the case 
where three license-consuming elements are used in parallel for 

20 one minute, the content used time is calculated as one minute that 
is the measured elapsed time. 

It should be noted that, In the present embodiment, the 
license-consuming element specification information 204 is 
included in the license 500, but the present invention is not limited 

25 to this. FIG. 12 shows another example of the content data 200 
shown in FIG. 2. That is to say, the license-consuming element 
specification information 204 may be included In the content data 
200, but not in the license 500, as shown in FIG. 12. 

In the present embodiment, it is described that the 

30 license-consuming element specification information 204 is 
information composed of the element ID 300 and the license 
consumption flag 400, but the present invention is not limited to 
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this. FIG. 13 shows another example of the license-consuming 
element specification information 204 shown in FIG. 4. For 
instance, as shown in FIG. 13, the license-consuming element 
specification information 204 may be shown in a list where the 
5 elements are divided into two groups: one group for the elements 
that consume license; and the other group for the elements that do 
not consume license, and each element ID can be listed together. 

■ 

FIG. 14 shows yet another example of the license-consuming 
element specification Information 204. As shown in FIG. 14, the 

10 license-consuming element specification information 204 may be a 
list in which only the element IDs 300 of the license-consuming 
elements are listed. 

FIG. 15 is another example of the license-consuming 
element specification information 204 shown in FIG. 4. As shown 

15 in FIG. 15, it may be the information composed of the element ID 
300 and a degree of license consumption 1300. The degree of 
license consumption 1300 is information indicating the amount 
consumed for each of the elements, and the use status 
management unit 608 measures the content used time based on 

20 this information. For example, in the case of using the element 
whose degree of consumption is set as ^consume half" for one 
minute, the content used time is n 30 seconds". 

FIG. 16 is a flowchart showing another example of the 
operation used In the content used time measurement control 

25 process shown in FIG. 11. More specifically, it is a flowchart 
showing the operation in the case where the use status 
management unit 608 measures the content used time according 
to the license-consuming element specification information 204 
shown in FIG. 15. 

30 S2201: The use status management unit 608 refers to the 

license-consuming element specification information 204 shown in 
FIG. 15 Included in the license 500 in use, and calculates a total w n" 
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(n is a positive real number) of the degree of license consumption 
1300 for the elements that are in use. For example, in the case 
where the element with the element ID n xxx001", the element with 
the element ID "xxx002" and the element with the element ID 
5 w xxx003" are in use, u n" can be obtained based on the equation 
n=0. 5+2+0 = 2. 5 

S2202: The use status management unit 608 judges 
whether or not the calculated total "n" of the degree of license 
consumption 1300 is larger than "0". In the case where the "n" is 
10 greater than u 0", the process goes on to S2203. In the case where 
the w n" is not greater than "0", namely, n=0, the process goes on to 
S2204. 

S2203: The use status management unit 608 multiplies the 
content used time by the number u n" and adds it. More 

15 specifically, when performing the processing of S2203 for the first 
time after having received the instruction to start using the content, 
the use status management unit 608, for example, activates the 
timer which measures the elapsed time with the initial value set as 
u 0". When performing the processing of S2203, the use status 

20 management unit 608 then adds the elapsed time measured up to 
then to the value held in the register after multiplying it by the 
number "n", so that the timer starts measuring the elapsed time 
starting from "0", Here, the initial value at the register indicates 
"0". Therefore, for example, in the case where the element with 

25 the element ID "xxxOOl", the element with the element ID "xxx002 
and the element with the element ID "xxx003" are used in parallel 
for one minute, the content used time is calculated as 2 minutes 
and 30 seconds. 

S2204: The use status management unit 608 stops adding 

30 time to the content used, time. 

Thus, by calculating the content used time, the time during 
which the content is used can be controlled according to the degree 
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of license consumption 1300 for each element. It should be noted 
that, in the flowchart in FIG. 16, it is described that a total w n" of a 
degree of license consumption 1300 for the elements in use is 
calculated, and the measured elapsed time is multiplied by %% n" and 
5 then added to the value held in the register. The present invention, 
however, Is not limited to this. For example, the element having a 
largest degree of license consumption 1300 (largest value= u m"), 
among the elements which are in use, is used for the calculation of 
the content used time, and the elapsed time measured while the 

10 elements are replayed may be multiplied by w m" and then added to 
the value held in the register. Namely, in the case where the 
element with the element ID u xxx001", the element with the 
element ID u xxx002" and the element with the element ID 
*xxx003", which are indicated in the license-consuming element 

15 specification information 204 shown in FIG. 15, are used in parallel 
for one minute, the element having the largest value "m" as u 2" for 
a degree of license consumption 1300 is used for the calculation. 
In this case, the content used time is calculated as 2 minutes. 

It should be noted that, in the embodiment described above, 

20 the elements which consume license are specified based on the 
license-consuming element specification information 204, but the 
present invention is not limited to this. More specifically, the 
encrypted elements #1 and #2 in the content data 200 shown in 
FIG. 2 may be predetermined as the elements which consume 

25 license. In this case, where one element is a license-consuming 
element, for example, staffing data or the like may be filled in the 
encrypted element #2 while the elements which do not consume 
license may be written in the following encrypted elements 
including the encrypted element #3. 

30 It should be noted that, in the embodiment described above, 

when a difference between the content usable time (or authorized 
number of times for content use) and the content used time 
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(number of times using content) becomes "0", namely, the right to 
use the content authorized by the license 500 Is completely used, 
all the elements become unavailable, but the present invention is 
not limited to this. For example, the elements which do not 
5 consume license may be available even after the complete use of 
the right authorized by the license 500. 

In the present embodiment, it is explained that the license 
500 includes the content usable time 502 represented as a right to 
use the content, but the present invention is not limited to this. 

10 FIG. 17 shows another example of the license 500 shown in FIG. 5. 
For example, as shown in FIG. 17, the license 500 may include a 
content usable frequency 1400 and a content used frequency 1401 
Instead of the content usable time 502 and the content used time 
504 shown in FIG. 5. The content usable frequency 1400 is the 

15 number of times allowed for using a content while the content used 
frequency 1401 is the number of times for which a content is 
actually used. In this case, where the license-consuming 
elements are used, the use status management unit 608 controls 
the use of the content, regarding that the content is used n once". 

20 Thus, according to the present embodiment as described 

above, in the case of controlling the use of the content being 
composed of, for instance, tune data, lyric data, image data of the 
artist and other data, the problem that the user cannot replay the 

tune data since the right to use the content is completely used due 

» 

25 to the long browsing of the lyric data can be prevented by setting 
the tune data as a license-consuming element while other data is 
not set as such. 

(Second Embodiment) 
30 The following describes the digital content distribution 

system according to the second embodiment of the present 
Invention. The present digital content distribution system has the 
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configuration almost as same as the one used In the digital content 
distribution system according to the first embodiment. Since the 
operation differs partly between the first and second embodiments, 
the difference is focused here, and the same reference numerals 
5 are put for the same components shown in the diagram. 

The overall configurations of the digital content distribution 
system and the user terminal 110, according to the second 
embodiment, are as same as those described in the first 
embodiment, therefore, the descriptions are omitted here, 

10 FIG. 18 shows a composition of the license 500 according to 

the second embodiment. The license 500 used in the second 
embodiment differs from the one described in the first embodiment 
in the respect that the former has an element usable time 1600 and 
an element used time 1601 for describing the usable time and the 

15 used time for each element, instead of the content usable time 502 
and the content used time 504, and further includes other element 
dependency Information 1602. The other element dependency 
information 1602 is information in which each status of use for 
other elements is described as a condition for each element under 

20 which the element becomes available. For example, a condition 
such that "the right to use the element with the element ID 
"xxxlll" is still left" is described. 

FIGs 19 "21 are flowcharts respectively showing the 
operation performed under the digital content distribution system 

25 according to the second embodiment. 

Firstly, the operation of using an element, performed by the 
user terminal 110 according to the second embodiment, is 
described with reference to the flowchart shown in FIG. 19. 

The availability judgment unit 604 receives a request to 

30 start using an element from the user £ through the user's 
operation input unit such as a keyboard or the like which is not 
shown in the diagram. The request includes the information for 
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specifying the element which the user £ desires to start using. 

S1701: The availability judgment unit 604 performs 
availability judgment process, which is to be mentioned later with 
reference to the flowchart in FIG, 20, and judges whether or not 
5 the element specified by the user £ is available. 

S1702: In the case where the availability judgment unit 604 
judges that the element is available in S1701, the process goes on 
to S1703. In the case where the availability judgment unit 604 
judges that the element is unavailable, the process goes on to 
10 S1708, 

S1703: The process of starting the use of the element, 
namely, the start-using-element process, described with reference 
to the flowchart in FIG. 9, is operated, and the use of the element 
starts as requested by the user /? . 
15 S1704: The use status management unit 608 starts 

measuring the time during which the element is used. 

S1705: The process while the element is in use, that is, the 
element-in-use process which is to be mentioned later with 
reference to FIG. 21, is operated. 
20 S1706: The use status management unit 608 judges 

whether or not the use of the element is stopped. In the case 
where it is stopped, the process goes on to S1707. In the case 
where It is not stopped, the process returns to S1705. 

S1707: The license updating unit 609 updates the element 
25 used time 1601 in the license 500 based on the used time 
measured by the use status management unit 608. 

S1708: The user is informed that the element is unavailable. 

The following describes the availability judgment process of 
S1701 in FIG. 19 with reference to the flowchart in FIG. 20. 
30 S1801: The availability judgment unit 604 examines 

whether or not the license database 601 has the license 500 
authorizing the use of the element which the user /? desires to use. 
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In the case where such license 500 is found, the process goes on to 
S1802. In the case where such license 500 is not found, the 
process goes on to S1805. 

S1802: The availability judgment unit 604 judges whether 
5 or not the element used time 1601 corresponding to the element 
which the user £ desires to use is less than the element usable 
time 1600, In the case where the element used time 1601 is less 
than the element usable time 1600, the process goes on to S1803. 
In the case where the element used time 1601 is not less than the 

10 element usable time 1600, the process goes on to S1805. 

S1803: The availability judgment unit 604 judges whether 
or not the condition described in the other element dependency 
information 1602 Is satisfied. In the case where the condition Is 
satisfied, the process goes on to S1804, and in the case where the 

15 condition is not satisfied, the process goes on to S1805. 

S1804: The availability judgment unit 604 judges that the 
element is available. 

S1805: The availability judgment unit 604 judges that the 
element is unavailable. 

20 The following describes the process in S1705 In FIG. 19, 

performed while the element Is In use, namely, the element-in-use 
process, with reference to the flowchart in FIG, 21. 

S1901: The use status management unit 608 judges 
whether or not the usable time of the element is still left. It 

25 should be noted that the judgment is based on whether or not the 
condition expressed in equation 2 is satisfied. In the case where 
the condition is satisfied, it Is judged that the usable time of the 
element is left, and In the case where the condition is not satisfied, 
it is judged that the usable time of the element is not left. 

30 (element used time measured by the use status 

management unit 608) < (element usable time 1600 of the 
element corresponding to the element in use) — (element used 
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time 1601 of the element corresponding to the element in use) •■■ 
(equation 2) 

In the case where it is judged that the usable time of the 
element is left in S1901, the process goes on to S1902. In the 
5 case where it Is judged that no such time is left, the process goes 
on to S1904. 

S1902: The availability judgment unit 604 judges whether 
or not the condition described in the other element dependency 
. information 1602 is satisfied. In the case where the condition is 

10 satisfied, the process goes on to S1903, and in the case where the 
condition is not satisfied, the process goes on to S1904. 

S1903: The use status management unit 608 judges 
whether a request to stop using the element Is received from the 
user 0 . In the case where the request is received, the process 

15 goes on to S1904, and in the case where the Instruction is not 
received, the process terminates. 

S1904: The use status management 608 instructs the 
replay/display unit 607 to stop the replay or display of the element. 
The replay/display unit 607 stops the replay or display of the 

20 element according to the Instruction. 

Thus, according to the present embodiment as described 
above, in the case of controlling the use of the content being 
composed of, for Instance, tune data, lyric data, image data of the 
artist and other data, the problem that the user cannot replay the 

25 tune data because of the long browsing of the lyric data can be 
prevented by setting the element usable time 1600 corresponding 
to the lyric data and the image data of the artist, as "unlimited", 
and indicating "the right to use the tune data is left" in the other 
element dependency Information 1602. At the same time, the 

30 control to stop also the use of other elements at the time when the 
right to use the tune data becomes ineffective is made possible. 
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Industrial Applicability 

The user terminal according to the present invention is 
practical as a content reproduction apparatus, a personal computer, 
a Personal Digital Assistant (PDA), a cell phone, and a Set Top Box 
(STB), each being equipped with a communication function. The 
right management server according to the present invention is 
useful as a server which distributes, to the user terminal, a license 
to use a content via a broadcast network, the Internet, or the like. 
The digital content distribution system according to the present 
invention is practicable as a content use system in which the right 
management server distributes, to the user terminal, a license for 
a digital content such as movie and music via the communication 
network as mentioned above, and the user terminal uses the digital 
content based on the distributed license, or the like. 
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CLAIMS 

1. A digital content reproduction apparatus for reproducing a 
content according to license information which authorizes the 
reproduction of the content, the apparatus comprising: 

5 a license information obtainment unit operable to obtain the 

license information indicating an authorized amount of 
reproduction for a content composed of a plurality of elements that 
can be reproduced individually; 

a reproducibility judgment unit operable to judge whether or 
10 not said plurality of elements included in the content are 
authorized to be reproduced, based on the authorized amount of 
reproduction indicated in the obtained license information; and 

a reproduction unit operable to reproduce one or more of 
said plurality of elements in the case where it is judged that said 
15 plurality of elements are authorized to be reproduced, and not to 
reproduce said one or more elements in the case where it is judged 
that said plurality of elements are not authorized to be reproduced, 

2. The digital content reproduction apparatus according to 
20 Claim 1, 

wherein the reproducibility judgment unit specifies one or 
more license-consuming elements, each of which consumes said 
authorized amount of reproduction during reproduction, out of said 
one or more elements that are being reproduced, and judges 
25 whether or not said plurality of elements in the content are 
authorized to be reproduced, based on an amount used for 
reproducing the specified license-consuming elements and said 
authorized amount of reproduction, 

30 3. The digital content reproduction apparatus according to 
Claim 2, 

wherein the license information further includes 
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license-consuming element information Indicating one or more 
license-consuming elements included in each content, 
the reproducibility judgment unit includes: 
a consumed amount calculation unit operable to specify one 
5 or more license-consuming elements that are being reproduced, 
based on the license-consuming element information, and 
calculate a consumed amount within said authorized amount of 
reproduction, based on said amount used for reproducing the 
specified license-consuming elements; and 

10 a comparison unit operable to compare said authorized 

amount of reproduction and the calculated consumed amount, said 
authorized amount of reproduction being indicated in the obtained 
license information, and 

the reproducibility judgment unit judges, based on a result 

15 of the comparison, i) that said plurality of elements in the content 
are authorized to be reproduced so far as the consumed amount is 
less than said authorized amount of reproduction, and ii) that said 
plurality of elements in the content are not authorized to be 
reproduced in a case where the consumed amount surpasses said 

20 authorized amount of reproduction. 

4. The digital content reproduction apparatus according to 
Claim 3, 

wherein the license-consuming element information is a pair 
25 of an element identifier and a flag, said element identifier 
identifying each element Included in the content, and said flag 
indicating whether or not said each element is the 
license-consuming element. 

30 5. The digital content reproduction apparatus according to 
Claim 3, 

wherein in the license-consuming element Information, I) 



-27- 



WO 2004/092933 PCT/JP2004/004980 



said plurality of elements Included in the content are divided into 
two groups: one group for elements which consume license; and 
the other group for elements which do not consume license, and ii) 
one or more elements belonging to either of said groups are listed 
5 with each element Identifier for Identifying each of said plurality of 
elements. 

6. The digital content reproduction apparatus according to 
Claim 3, 

10 wherein in the license-consuming element information, said 

one or more license-consuming elements are listed with each 
element identifier for Identifying each of said one or more 
license-consuming elements. 

15 7- The digital content reproduction apparatus according to 
Claim 3, 

wherein the license-consuming element information is a pair 
of an element identifier and a degree of consumption, said element 
identifier identifying each element included in the content, and 
20 said degree of consumption indicating a degree at which said each 
element consumes said authorized amount of reproduction. 

8. The digital content reproduction apparatus according to 
Claim 7, 

25 wherein the consumed amount calculation unit calculates a 

total amount of time obtained by multiplying a time used for 
reproducing said one or more license-consuming elements 
specified during reproduction by the degree of consumption for 
each of said one or more license-consuming elements, and 

30 determines the calculated total amount as the consumed amount. 

9. The digital content reproduction apparatus according to 
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Claim 7, 

* 

wherein the consumed amount calculation unit calculates a 
time obtained by multiplying a time used for reproducing a 
license-consuming element by a largest degree of consumption, 
5 and determines the calculated time as the consumed amount, said 
license-consuming element having the largest degree of 
consumption out of the license-consuming elements specified 
during reproduction, 

10 10. The digital content reproduction apparatus according to 
Claim 3, 

wherein the consumed amount calculation unit calculates a 
total amount of time used for reproducing each of said one or more 
license-consuming elements specified during reproduction, and 
15 determines the calculated total amount as the consumed amount, 

11. The digital content reproduction apparatus according to 
Claim 2, 

wherein the content further includes license-consuming 
20 element information Indicating said one or more 
license-consuming elements, 

the reproducibility judgment unit includes: 
a consumed amount calculation unit operable to specify one 
or more license-consuming elements that are being reproduced, 
25 based on the license-consuming element information, and 
calculate a consumed amount within said authorized amount of 
reproduction, based on said amount used for reproducing the 
specified license-consuming elements; and 

a comparison unit operable to compare said authorized 
30 amount of reproduction and the calculated consumed amount, said 
authorized amount of reproduction being Indicated in the obtained 
license information, and 
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the reproducibility judgment unit judges, based on a result 
of the comparison, i) that said plurality of elements in the content 
are authorized to be reproduced so far as the consumed amount is 
less than said authorized amount of reproduction, and ii) that said 
plurality of elements in the content are not authorized to be 
reproduced in a case where the consumed amount surpasses said 
authorized amount of reproduction, 

12. The digital content reproduction apparatus according to 
Claim 2, 

wherein the content is composed of a plurality of encrypted 
elements, 

the license information includes one or more decryption keys 
for decrypting respectively one or more encrypted elements 
included in the content, and 

the reproduction unit reproduces encrypted elements 
judged as "authorized to be reproduced" out of said one or more 
encrypted elements included in the content after decrypting said 
one or more encrypted elements by use of said one or more 
decryption keys included in the license information. 

13. The digital content reproduction apparatus according to 
Claim 1, 

wherein the authorized amount of reproduction is 
represented as an amount authorized for reproducing each 
element included in the content, 

the reproducibility judgment unit includes a comparison unit 
operable to compare the authorized amount of reproduction for 
said each element and an amount used for reproducing said each 
element, said authorized amount of reproduction being indicated in 
the obtained license information, and 

the reproducibility judgment unit judges, based on a result 
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of the comparison, i) that said each element Is authorized to be 
reproduced so far as the amount used for reproducing said each 
element is less than said authorized amount of reproduction, and 
ii) that said each element is not authorized to be reproduced in a 
5 case where the amount used for reproducing said each element 
surpasses said authorized amount of reproduction. 

14. The digital content reproduction apparatus according to 
Claim 1, 

10 wherein said authorized amount of reproduction further 

includes other element dependency condition that is set for each 
element for deciding whether or not said each element included in 
the content is authorized to be reproduced, depending on whether 
or not other specified elements included in the same content are 

15 authorized to be reproduced, and 

the reproducibility judgment unit judges that said each 
element is not authorized to be reproduced even when an amount 
used for reproducing said each element is less than said authorized 
amount of reproduction, in a case where It is judged that the 

20 specified elements indicated in the other element dependency 
condition that is set for said each element are not authorized to be 
reproduced. 

15. A digital content reproduction method for reproducing a 
25 content according to license Information which authorizes the 

reproduction of the content, comprising: 

a license information obtainment step of obtaining the 
license information Indicating an authorized amount of 
reproduction for a content composed of a plurality of elements that 
30 can be reproduced Individually; 

a reproducibility judgment step of judging whether or not 
said plurality of elements included in the content are authorized to 
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be reproduced, based on the authorized amount of reproduction 
Indicated in the obtained license information; and 

a reproduction step of reproducing one or more of said 
plurality of elements in the case where It is judged that said 
5 plurality of elements are authorized to be reproduced, and not 
reproducing said one or more elements in the case where it Is 
judged that said plurality of elements are not authorized to be 
reproduced. 

10 16. The digital content reproduction method according to Claim 
15, 

wherein in the reproducibility judgment step, one or more 
license-consuming elements are specified, each of which consumes 

■ 

said authorized amount of reproduction during reproduction, out of 
15 the elements that are being reproduced, and whether or not said 
plurality of elements in the content are authorized to be 
reproduced is judged, based on an amount used for reproducing 
the specified license-consuming elements and said authorized 
amount of reproduction. 

20 

17. The digital content reproduction method according to Claim 
16, 

wherein the license information further includes 
license-consuming element information indicating one or more 
25 license-consuming elements included in each content, 

the reproducibility judgment step includes a comparison 
step of comparing said authorized amount of reproduction and the 
calculated consumed amount, said authorized amount of 
reproduction being indicated In the obtained license Information, 
30 and 

in the reproducibility judgment step, It is judged, based on a 
result of the comparison, that said plurality of elements in the 
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content are authorized to be reproduced so far as the consumed 
amount is less than said authorized amount of reproduction, while 
It is judged that said plurality of elements in the content are not 
authorized to be reproduced in a case where the consumed amount 
5 surpasses said authorized amount of reproduction. 

18. The digital content reproduction method according- to Claim 

15, 

wherein said authorized amount of reproduction is 
10 represented as an amount authorized for reproducing each 
element included In the content, 

the reproducibility judgment step includes a comparison 
step of comparing said authorized amount of reproduction and the 
calculated consumed amount, said authorized amount of 
15 reproduction being indicated in the obtained license information, 
and 

in the. reproducibility judgment step, it is judged, based on a 
result of the comparison, that said each element is authorized to be 
reproduced so far as the amount used for reproducing said each 
20 element is less than said authorized amount of reproduction while 
it is judged that said each element is not authorized to be 
reproduced in a case where the amount used for reproducing said 
each element surpasses said authorized amount of reproduction. 

25 19. A program for a digital content reproduction apparatus for 
reproducing a content according to license information which 
authorizes the reproduction of the content, causing a computer to 
execute the following steps: 

a license information obtainment step of obtaining the 

30 license information Indicating an authorized amount of 
reproduction for a content composed of a plurality of elements that 
can be reproduced individually; 
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a reproducibility judgment step of judging whether or not 
said plurality of elements included in the content are authorized to 
be reproduced, based on the authorized amount of reproduction 
indicated in the obtained license information; and 
5 a reproduction step of reproducing one or more of said 

plurality of elements in the case where it is judged that said 
plurality of elements are authorized to be reproduced, and not 
reproducing said one or more elements in the case where it Is 
judged that said plurality of elements are not authorized to be 
10 reproduced. 

4 

20. The program according to Claim 19, 

wherein in the reproducibility judgment step, one or more 
license-consuming elements, each of which consumes said 

15 authorized amount of reproduction during reproduction, are 
specified, out of the elements that are being reproduced, and 
whether or not said plurality of elements in the content are 
authorized to be reproduced is judged, based on an amount used 
for reproducing the specified license-consuming elements and said 

20 authorized amount of reproduction. 
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AMENDED CLAIMS 
[received by the International Bureau on 20 September 2004 (20.09.04) 
original claims 2, 16 and 20 amended; original claims 1, 13-15, 18 and 19 cancelled ; 

remaining claims 3-12 and 17 unchanged 

1. (Cancelled) 

2. (Amended) 

A digital content reproduction apparatus for reproducing a 
content according to license information which authorizes the 
reproduction of the content, the apparatus comprising: 

a license information obtainment unit operable to obtain the 
license Information indicating an authorized amount of 
reproduction for a content composed of a plurality of elements that 
can be reproduced individually; 

a reproducibility judgment unit operable to specify, out of 
said plurality of elements in the content which are being 
reproduced, one or more license-consuming elements, each of 
which consumes said authorized amount of reproduction during 
reproduction, and judge whether or not said one or more specified 
license-consuming elements are authorized to be reproduced, 
based on an amount used for reproducing the specified 
license-consuming elements and said authorized amount of 

reproduction; and 

a reproduction unit operable to reproduce said one or more 
specified license-consuming elements in the case where it is 
judged that said elements are authorized to be reproduced, and 
not to reproduce said one or more specified license-consuming 
elements in the case where it is judged that said elements are not 
authorized to be reproduced. 

3. The digital content reproduction apparatus according to 
Claim 2, 

wherein the license information further includes 
license-consuming element information indicating one or more 
license-consuming elements included in each content, 
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the reproducibility judgment unit includes: 

a consumed amount calculation unit operable to specify one 
or more license-consuming elements that are being reproduced, 
based on the license-consuming element information, and 
calculate a consumed amount within said authorized amount of 
reproduction, based on said amount used for reproducing the 
specified license-consuming elements; and 

a comparison unit operable to compare said authorized 
amount of reproduction and the calculated consumed amount, said 
authorized amount of reproduction being indicated in the obtained 
license Information, and 

the reproducibility judgment unit judges, based on a result 
of the comparison, i) that said plurality of elements in the content 
are authorized to be reproduced so far as the consumed amount is 
less than said authorized amount of reproduction, and ii) that said 
plurality of elements in the content are not authorized to be 
reproduced in a case where the consumed amount surpasses said 
authorized amount of reproduction. 

4. The digital content reproduction apparatus according to 
Claim 3, 

wherein the license-consuming element information is a pair 
of an element identifier and a flag, said element identifier 
identifying each element included in the content, and said flag 
indicating whether or not said each element is the 
license-consuming element, 

5. The digital content reproduction apparatus according to 
Claim 3, 

wherein in the license-consuming element information, i) 
said plurality of elements included in the content are divided into 
two groups: one group for elements which consume license; and 
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the other group for elements which do not consume license, and II) 
one or more elements belonging to either of said groups are listed 
with each element identifier for identifying each of said plurality of 
elements, 

6. . The digital content reproduction apparatus according to 
Claim 3, 

wherein In the license-consuming element information, said 
one or more license-consuming elements are listed with each 
element identifier for identifying each of said one or more 
license-consuming elements. 

7. The digital content reproduction apparatus according to 
Claim 3, 

wherein the license-consuming element information Is a pair 
of an element Identifier and a degree of consumption, said element 
identifier Identifying each element Included in the content, and 
said degree of consumption fndicating a degree at which said each 
element consumes said authorized amount of reproduction. 

8. The digital content reproduction apparatus according to 
Claim 7, 

wherein the consumed amount calculation unit calculates a 
total amount of time obtained by multiplying a time used for 
reproducing said one or more license-consuming elements 
specified during reproduction by the degree of consumption for 
each of said one or more license-consuming elements, and 
determines the calculated total amount as the consumed amount. 

9- The digital content reproduction apparatus according to 
Claim 7, 

wherein the consumed amount calculation unit calculates a 
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time obtained by multiplying a time used for reproducing a 
license-consuming element by a largest degree of consumption, 
and determines the calculated time as the consumed amount, said 
license-consuming element having the largest degree of 
consumption out of the license-consuming elements specified 
during reproduction. 

10. The digital content reproduction apparatus according to 
Claim 3, 

wherein the consumed amount calculation unit calculates a 
total amount of time used for reproducing each of said one or more 
license-consuming elements specified during reproduction, and 
determines the calculated total amount as the consumed amount. 

11. The digital content reproduction apparatus according to 
Claim 2, 

wherein the content further includes license-consuming 
element information indicating said one or more 
license-consuming elements, 

the reproducibility judgment unit includes: 

a consumed amount calculation unit operable to specify one 
or more license-consuming elements that are being reproduced, 
based on the license-consuming element information, and 
calculate a consumed amount within said authorized amount of 
reproduction, based on said amount used for reproducing the 
specified license-consuming elements; and 

a comparison unit operable to compare said authorized 
amount of reproduction and the calculated consumed amount, said 
authorized amount of reproduction being indicated in the obtained 
license information, and 

the reproducibility judgment unit judges, based on a result 
of the comparison, i) that said plurality of elements in the content 
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are authorized to be reproduced so far as the consumed amount is 
less than said authorized amount of reproduction, and II) that said 
plurality of elements in the content are not authorized to be 
reproduced In a case where the consumed amount surpasses said 
authorized amount of reproduction. 

12. The digital content reproduction apparatus according to 
Claim 2, 

wherein the content Is composed of a plurality of encrypted 
elements, 

the license information includes one or more decryption keys 
for decrypting respectively one or more encrypted elements 
Included in the content, and 

the reproduction unit reproduces encrypted elements 
judged as "authorized to be reproduced" out of said one or more 
encrypted elements included in the content after decrypting said 

* 

one or more encrypted elements by use of said one or more 
decryption keys included in the license information. 

13. (Cancelled) 

14. (Cancelled) 

15. (Cancelled) 

16. (Amended) 

A digital content reproduction method for reproducing a 
content according to license Information which authorizes the 
reproduction of the content, comprising: 

a license Information obtainment step of obtaining the 
license information indicating an authorized amount of 
reproduction for a content composed of a plurality of elements that 
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can be reproduced individually; 

a reproducibility judgment step of specifying, out of said 
plurality of elements in the content which are being reproduced, 
one or more license-consuming elements, each of which consumes 
said authorized amount of reproduction during reproduction, and 
judging whether or not said one or more specified 
license-consuming elements are authorized to be reproduced, 
based on an amount used for reproducing the specified 
license-consuming elements and said authorized amount of 
reproduction; and 

a reproduction step of reproducing said one or more 
specified license-consuming elements in the case where it is 
judged that said elements are authorized to be reproduced, and 
not reproducing said one or more specified license-consuming 
elements In the case where it is judged that said elements are not 
authorized to be reproduced. 

17. The digital content reproduction method according to Claim 
16, 

wherein the license Information further includes 
license-consuming element information indicating one or more 
license-consuming elements included in each content, 

the reproducibility judgment step includes a comparison 
step of comparing said authorized amount of reproduction and the 
calculated consumed amount, said authorized amount of 
reproduction being indicated In the obtained license information, 
and 

in the reproducibility judgment step, It is judged, based on a 
result of the comparison, that said plurality of elements in the 
content are .authorized to be reproduced so far as the consumed 
amount is less than said authorized amount of reproduction, while 
it is judged that said plurality of elements in the content are not 
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authorized to be reproduced in a case where the consumed amount 
surpasses said authorized amount of reproduction. 

18. (Cancelled) 

19. (Cancelled) 

20. (Amended) 

A program for a digital content reproduction apparatus for 
reproducing a content according to license information which 
authorizes the reproduction of the content, causing a computer to 
execute the following steps: 

a license information obtainment step of obtaining license 
Information indicating an authorized amount of reproduction for a 
content composed of a plurality elements that can be reproduced 
individually; 

a reproducibility judgment step of specifying, out of said 
plurality of elements in the content which are being reproduced, 
one or more license-consuming elements, each of which consumes 
said authorized amount of reproduction during reproduction, and 
judging whether or not said specified one or more 
license-consuming elements are authorized to be reproduced, 
based on an amount used for reproducing the specified 
license-consuming elements and said authorized amount of 
reproduction; and 

a reproduction step of reproducing said specified one or 
more license-consuming elements in the case where It is judged 
that said elements are authorized to be reproduced, and not 
reproducing said specified one or more elements in the case where 
it is judged that said elements are not authorized to be reproduced. 
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Brief Statement on 
the Amendments Based on the Article 19 ( 1) 

In the amended Claim 2, it is clarified that a plurality of 
elements which can be reproduced individually and are included In 
a content Includes: license-consuming elements, each of which 
consumes an authorized amount of reproduction during 
reproduction; and the elements which are not license-consuming. 
It Is also clearly stated that the reproducibility judgment unit 
judges whether or not the (license-consuming) elements are 
authorized to be reproduced, based on an amount used for 
reproducing the specified license-consuming elements and said 
authorized amount of reproduction. 

In the amended Claim 16, It Is clarified that a plurality of 
elements which can be reproduced individually and are included In 
a content includes: license-consuming elements, each of which 
consumes an authorized amount of reproduction during 
reproduction; and the elements which are not license-consuming. 
It is also clearly stated that the reproducibility judgment unit 
judges whether or not the license-consuming elements are 
authorized to be reproduced, based on an amount used for 
reproducing the specified license-consuming elements and the 
authorized amount of reproduction. 

In the amended Claim 20, It is clarified that a plurality of 
elements which can be reproduced individually and are included In 
a content includes: license-consuming elements, each of which 
consumes an authorized amount of reproduction during 
reproduction; and the elements which are not license-consuming. 
It is also clearly stated that the reproducibility judgment unit 
judges whether or not the license-consuming elements are 
authorized to be reproduced, based on an amount used for 
reproducing the specified license-consuming elements and said 
authorized amount of reproduction. 

The applicant cancels Claims 1, 13, 14, 15, 18 and 19, 
amends Claims 2, 16, and 20, and retains Claims 3, 4, 5, 6, 7, 8, 9, 
10, 11, 12, and 17. 
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